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1. recursion enables parallelised proving of complex computational graphs.

2. proof composition embeds subprotocols from different proof systems.

3. recursion + proof composition =



1. applications:

history compression; reduction of prover space complexity; smaller proofs for large circuits

2. recursive techniques:
full recursion; atomic accumulation; split accumulation;
incrementally verifiable computation (IVC); non-uniform IVC; proof-carrying data (PCD)

contents

3. composition techniques:
recursive verification; linkable commit-and-prove

4. future directions:

unifying frameworks; benchmarking and security; libraries and dev tooling
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a blockchain in which each block can be verified in constant time regardless of the number of prior
blocks in the history
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a blockchain in which each block can be verified in constant time regardless of the number of prior
blocks in the history
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full node
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a blockchain in which each block can be verified in constant time regardless of the number of prior
blocks in the history

tXo X4 tXo tXs tX4

o(txo) o(tx4) o(txy) o(txs) o(txy)

full node

"o(tx4) is a Il\/alid state
transition”

e e e — - - i |Ight client

the latest state transition was
correct
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a blockchain in which each block can be verified in constant time regardless of the number of prior
blocks in the history
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a blockchain in which each block can be verified in constant time regardless of the number of prior
blocks in the history
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a blockchain in which each block can be verified in constant time regardless of the number of prior
blocks in the history

tXo tX4 X5 tXs tX4
o(txo) o(tx4) o(txy) o(txs) o(txy)
full node
4 J 4 J 4 J 4 J 4 J |
Y Y Y Y Y |
ﬁ ﬁ ﬁ |
I
Mo LK My | T3 1Ty I
™) ) ™ ™ ) :
|
"o(txo) is a valid state "o(tx4) is a valid state "o(tx») is a valid state "o(tx3) is a valid state "o(tx4) is:a valid state :
transition" transition, and 1y is correct" transition, and 1 is correct" transition, and o is correct" transition, and 1 is correc%t"
|
I -—-_ -
: : | . .
I=-- - g | light client
|

the state transitions up to this
block are correct
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verifiable delay function [BBBF18]: a sequential computation that is slow to compute but efficient to
verity

evaluator

"f4(input) = output” prover
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verifiable delay function [BBBF18]: a sequential computation that is slow to compute but efficient to
verity

f > f > f > f > evaluator

"the previous two proofs were correct”

"the previous two proofs were correct”
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tinygrad % GRAPH=1 python3 test/
test_mnist.py TestMNIST.test_sgd_onestep

loss 2.35 accuracy 0.06: 100%|

B | 1/ [00:00<00:00,
138.371it/s]

Ran 1 test in 0.028s

OK

<enum 'LoadOps'> 8

<enum 'MovementOps'> 36

<enum 'ProcessingOps'> 5

<enum 'BinaryOps'> 21

<enum 'ReduceOps'> 6

saving DiGraph with 76 nodes and 94 edges
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1. applications:

history compression; reduction of prover space complexity; smaller proofs for large circuits

2. recursive techniques:
full recursion; atomic accumulation; split accumulation;
incrementally verifiable computation (IVC),; non-uniform IVC; proof-carrying data (PCD)

3. composition techniques:

recursive verification; linkable commit-and-prove

4. future directions:

unifying frameworks; benchmarking and security; libraries and dev tooling
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full recursion

atomic accumulation

[BGH19]
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non-uniform IVC
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accumulation

scheme
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[Valos]

[KS22]

proof-carrying data
(PCD)

[Chi10]




strategy: break z, = Fn(z,; wy,...,W,.1) into recursive applications of F
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recursive techniques: IVC from full recursion

strategy: break z, = Fn(z,; wy,...,W,.1) into recursive applications of F

Zi1 = F(z;; w)
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recursive techniques: IVC from full recursion

strategy: break z, = Fn(z,; wy,...,W,.1) into recursive applications of F

Wi

|
i |
. |
| |
v |
: 4 ™\ |
Zi : I Zi+1
! F i
I |
| N y i
. |
: C D |
T : : T+
: SNARK.Verify I
I |
|
N Y, |
| :
. |

Zi1 = F(z;; w)

V(T[,') =1
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recursive techniques: IVC from full recursion

strategy: break z, = Fin(z,; wy,...,Ws.1) INtO recursive applications of F

Wi
IVC prover | .
i_ SNARHK.Prove :
R | )
| 4 D |
Zi : AT
. F i
| N y i
: f D i
T : : T+
: SNARK.Verify |
A ’ )
Lyl = F(Zi WI)
g TG41
) =
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recursive techniques: IVC from full recursion

strategy: break z, = Fn(z,; wy,...,W,.1) into recursive applications of F

Wi Wit1

: SR | | SR :
Zi : L Zi+ : :
. F ; . F ;
: \ Y i : N y i
: f p | f p
T : ! TG4+ : :
| SNARK.Verify | | SNARK.Verify |
N\ — N\ >z
Ziy1 = F(ZI WI) Ziyo = F(ZI+15 W1+1)
g TG4 1
V() = () =1
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recursive techniques: IVC from full recursion

strategy: break z, = Fn(z,; wy,...,W,.1) into recursive applications of F

Wi Wit1

| M : | S :
Zj L Zis | L Zigo
. F ; . F ;
: \ Y i : N y i
: 4 B | 4 B
i ! T 1 : | Th42
| SNARK. Verify | . SNARK.Verify |
i &K jJ | i &K j/ i
Ziv1 = F(z;; w) Ziv2 = F(Zir1; Witq)
g TG4 1 g T2
V(nl) — V(T[,'+1) =1
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recursive techniques: IVC from full recursion

strategy: break z, = Fn(z,; wy,...,W,.1) into recursive applications of F

Wi Wit1
IVC prover I\VC prover
:F ________ SNARK.Prove | o SNARK.Prove |
R\ . (r N
: 4 ) | : 4 ) |
Zj L Zis | L Zigo
, F i | F i
| N y i | N y i
| 4 ) i | 4 D i
i ! T 1 : | Th42
| SNARK_Verify | | | SNARK.Verify |
N\ 78 B\ 78
Ziv1 = F(z;; w) Ziv2 = F(Zir1; Witq)
g TG41 TG40
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recursive techniques: IVC from full recursion

example: plonky2

ﬂd > Vd
// Start with a dummy proof of specified size Iy LIRGU 5L/
let 1nner dummy proof: :<F, , >(config, log2 1nner size)
let (., , cd) inner;

https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183
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https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183

recursive techniques: IVC from full recursion

example: plonky2

ﬂdummy ’ Vdummy
Initial proof degree 16384 = 2714

Degree before blinding & padding: 4028

Degree after blinding & padding: 4096

// Recursively verify the proof

let middle recursive proof::<F, , , > (&1nner, config, ) ?;

let ( , , cd) middle; Mo

https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183
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https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183

recursive techniques: IVC from full recursion

example: plonky2

ﬂdummy ’ Vdummy
Initial proof degree 16384 = 2714

Degree before blinding & padding: 4028

Degree after blinding & padding: 4096

Single recursion proof degree 4096 = 2712

Degree before blinding & padding: 3849

Degree after blinding & padding: 4096 Mo 1 Vo

// Add a second layer of recursion to shrink the proof size further
let outer recursive proof::<F, , , D>(&middle, config, ) ?;

let (proof, vd, cd) outer;

https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183
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https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183

recursive techniques: IVC from full recursion

example: plonky2

ﬂdummy ’ Vdummy
Initial proof degree 16384 = 2714

Degree before blinding & padding: 4028

Degree after blinding & padding: 4096

Single recursion proof degree 4096 = 2712

Degree before blinding & padding: 3849

Degree after blinding & padding: 4096 Mo 1 Vo

Double recursion proof degree 4096 = 2712

Proof length: 127184 bytes

0.2511s to compress proof

Compressed proof length: 115708 bytes M

https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183
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https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench_recursion.rs#L183

recursive techniques
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recursive techniques: IVC from atomic accumulation
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recursive techniques: IVC from atomic accumulation

IVC prover
Wi :
S |
V4 AT
F i
N y
Ty | Tl
4 )
acci, P ' acC,;
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recursive techniques: IVC from atomic accumulation

IVC prover
Wi | :
i - ~ |
Zi | AT
| 1 F i
| N J
i - )
T ! : T+
| V |
E \& mulation verif j
0 D
__:_. |
acei, P | aCCis1
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recursive techniques: IVC from atomic accumulation

IVC prover

W SNARK.Prove |
c N)
4 N |

y4 : Zj1
> F i
N y
4 ) |
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4 |
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acg; : P ' aCCi
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recursive techniques: IVC from atomic accumulation

IVC prover IVC verifier
W SNARK.Prove | T

7R N
4 N |

y4 : Zj1
> F i
N y
4 ) i

T ! T+
vV :

\ J J
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recursive techniques: IVC from atomic accumulation

IVC prover IVC verifier
W SNARK.Prove | e
7R N | 4 )
- p |
V4 : Zj,1
> F :
N y i i SNARK.Verify
r D |
T ! TT+1
V : '
- &/ \_ -/
r D s D
ace; ! : P ' acCi | D
BN J i N Y
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atomic accumulation

[BGH19]

split accumulation /

folding scheme

[BCLMS21]

full recursion [+«—

4+

accumulation
4—

scheme

[BCMS20]
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incrementally verifiable

computation (IVC)
[Val08]
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non-uniform IVC
(NIVC)
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proof-carrying data
(PCD)

[Chi10]




recursive techniques: IVC from split accumulation
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recursive techniques: IVC from split accumulation

IVC prover
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recursive techniques: IVC from split accumulation

IVC prover
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recursive techniques: IVC from split accumulation

IVC prover
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recursive techniques: IVC from split accumulation

IVC prover IVC verifier
W o SNARK.Prove | o
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recursive techniques: IVC from split accumulation

IVC prover IVC verifier
W o SNARK.Prove | o
"] ) 4 )
4 R |
Z : Zj1
» F I
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recursive techniques

full recursion

atomic accumulation

incrementally verifiable

computation (IVC)

non-uniform IVC
(NIVC)

accumulation

scheme

split accumulation /

folding scheme
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proof-carrying data
(PCD)
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recursive techniques: non-uniform IVC (NIVC)

——————————————

_______________

OOOOOOOOOOOOOOOOOOOOOOOOOO



recursive techniques: non-uniform IVC (NIVC)

verifier:

- (W, Z;, pc) = PCis . i

_______________

| |
| | a0
" PCj +  verifier =i pCi, 1 i

_______

OOOOOOOOOOOOOOOOOOOOOOOOOO



recursive techniques: non-uniform

IVC (NIVC)

verifier- 77700 e
- Wi F - Wirq
- ®(W;,z; pC) = PCis T N B e T A
Zi F/  Zi+1
i PC; : " verifier DCis1
I L
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recursive techniques: non-uniform

IVC (NIVC)

verifier: roTTT ! , T :
- Wi Fj i Wit1 i
- CI)(W,',Z,', pCi) = PCi1 oo - :
: ZI I F_/ i ZI+1 i
S
i PC; : + verifier =i PCi, 1 i
U; U1
I L

u; claims the correctness of the ih step
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recursive techniques: non-uniform

verifier: CoTTTT !

IVC (NIVC)

) ,_ i i
. Wi F/ - Wiy
- ®(W;Z;, pCi) = PCis e |
i Zi : F/ i Zjt1 i
i PC; : + verifier =i PCi 1 i
Uiol | ... " Ull ... |ufe u; UialO]| ... Upalil - [Uia[€]] | Ugys
I L

u; claims the correctness of the ih step
U] attests to all prior /-1 iterations of F;
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recursive techniques: non-uniform

IVC (NIVC)

verifier: N |
W
- ©(wW;z;, pC)) = PCi+
- check that U, pc; are containedin 7=~~~ !
public output of u; - Z
- fold u;into Ujpc;] e
- pC;
Ufol | ... Uil ... |Ujg u;

I

u; claims the correctness of the ih step
U] attests to all prior /-1 iterations of F;

RECURSION & PROOF COMPOSITION

, : i
Fj i Wikt
F, - Ziv1
verifier ‘i PCi1 i
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recursive techniques: proof-carrying data (PCD)

final
verifier

- allows for multiple parties
- allows for arbitrary communication graphs

- each party does not have to commit in advance to what
computation it will have to perform

diagram from [Chi10]
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contents

1. applications:

history compression; reduction of prover space complexity; smaller proofs for large circuits

2. recursive techniques:
full recursion; atomic accumulation; split accumulation;
incrementally verifiable computation (IVC); non-uniform IVC; proof-carrying data (PCD)

3. composition techniques:
recursive verification; linkable commit-and-prove
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4. future directions:

unifying frameworks; benchmarking and security; libraries and dev tooling
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composition techniques: recursive verification

fast prover

small proof / fast verifier

"wide" proof

v

X

wide circuit

fast prover

OOOOOOOOOOOOOOOOOOOOOOOOOO

large proof




composition techniques: recursive verification

fast prover

small proof / fast verifier

"wide" proof v ) 4
"narrow" proof X v
d : it narrow
wiae CIrcul Circuit ]-[narrOW
fast prover tiny proof
large proof slow prover

RECURSION & PROOF COMPOSITION

53



composition techniques: recursive verification

fast prover

small proof / fast verifier

"wide" proof v X
"narrow" proof X v
verifier in
wide circuit narrow ’[ Tharrow J
circuit
fast prover tiny proof
large proof slow prover

RECURSION & PROOF COMPOSITION
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composition techniques: recursive verification

fast prover small proof / fast verifier
STARK v X
Groth16 X v/
STARK
L verifier in
STARK circuit Groth16 { TGroth16 J
circuit
fast prover tiny proot
large proof slow prover

RECURSION & PROOF COMPOSITION
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composition technigues: recursive verification

I Constant
PIL quynomials
_ _ - List of constant
- List of polynomials polynomials, and Verifier Data STARK Verifier Data
to process their evaluations
i 0
ROM
. . . Script
- List of instructions - List of instructions
to execute to execute STARK

v ¥

Commitment
Input Polynomials
- Transactions 16 : STARK Rapid
- | 2'° Evaluations | STARK : | apl |__ SNARK
. Oldlsl\{:\tné Root=P| Executor (SMoycles) Recursion Proof |  Circom Witness P> SNARK Proof ~ >
- Chain ID Public Data
PUBLIC Verification Key PROOF

OK!

RECURSION & PROOF COMPOSITION diagram from https://docs.hermez.io/zkKEVM/zkProver/State-Machines/Overview/zkProver-State-Machines/#the-zk-snark-prover


https://docs.hermez.io/zkEVM/zkProver/State-Machines/Overview/zkProver-State-Machines/#the-zk-snark-prover

composition technigues: recursive verification
example: [BSB22]

GKR Prover GKR Prover GKR Prover
KRIProve LG RIFrow
C C+C, - /TG, -
Y ’, Y _ } .’ Y |
‘ C § ‘ C |
C ?
GKR Verify GKR Verify

* the GKR protocol [GKRO8]:
 practical prover runtime is comparable to the runtime of the alleged computation itself
 suitable for layered circuits with smaller width, larger depth, and lower-degree (at each layer): e.g. S-Box hash
functions (e.g. Poseidon, MiMC)

* recursion using GKR [BSB22]:
e compress input to Fiat-Shamir: hash a commitment of the GKR input-output, instead of the strings themselves
« externalise proof of correctness for commitment

RECURSION & PROOF COMPOSITION



composition techniques: linkable commit-and-prove
example: LegoSNARK [CFQ19]

— /
CPf CPg CP/\
gl ¥l = s
Com Com Com

simple idea. w,=(Com(U), &, g), m— CPs, me— CPyg

other compositions. disjunction, sequential composition, >2 relations

main message. focus on constructing proof gadgets, security is proven once for all

RECURSION & PROOF COMPOSITION



composition techniques: linkable commit-and-prove
example: LegoSNARK [CFQ19]

SNARK—CP-SNARK compiler
zkSNARK? '
Leg:::eI:sR > CccSNARKS /' [Grolé] [DFGKI14] H’
[Pinocchio]
[GMI7T] .

......
---------
- -
- o -
—’ -

"~ ~CP-SNARKs

. [Lipmaal 6] [Geppetto] |
[vSQL] [Bulletp. ] ;
|. formalize the notion of commit-carrying SNARKs (ccSNARKs) '"tereSt'"g
Gt no need to be
fully binding

ccIl.KeyGen(R)—(ck, crs)  ccIl.Prove(crs, x, w)—(comc(w), ) (see paper)

2. for many existing schemes we prove they are ccSNARKSs

3. cc=SNARK-Ilifting compiler

RECURSION & PROOF COMPOSITION



composition techniques: linkable commit-and-prove
example: LegoSNARK [CFQ19]

cc.Com(u) Com(u)

N~

CPiink proves that cc.Com(u) and Com(u) open to the same data

OOOOOOOOOOOOOOOOOOOOOOOOOO



composition techniques: linkable commit-and-prove
example: LegoSNARK [CFQ19]

-----------------------------------------------

-

" zkSNARKSs portfolio (“proof gadgets”)

: . ~G E
: Al’lt!‘l. Groth | # Matrix '
' Circuits E> 16 Mult E> H ; » T
R(x, u, w) L | (RICS) ' :
(< [ ;
F-u=0 : |

O . | low-depth H
: . yrax Hadam.
N\ : 3::325 E> vSQL Product E> H

Vi: ui €[min, max] : :
o , :
A \}) Range | Il - T,

MerkleT(rt,u,path L

. | Boolean ZKB++ :

Circuits

-----------------------------------------------
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composition techniques: linkable commit-and-prove

example: cross-circuit lookups

StateRoot
TransactionRoot
ReceiptRoots
StateRoot
block Merkl block
heade s S = . ? 4 nEsdE T transactions
n - 1 Patricia n Keccak ECDSA
/ Trie \
| |
| |
v v v
(Address, ValuePrev, Value) Hash,
InputBytes,
(Address, Key, ValuePrev, [ —=———=—=-= ~-1--—"—-—"———--- Hash Pubkey,
Value) v Signature
v o v
A f SS - PR - E
| ~ . /7
|
/
| TX /
| /7
I /
Bytecode State Block ! 7/
| /7
I /
I /
| | | I v ;/
I I | I ’
I | I I TxIg
v Y y I Property, kewv
/, ‘\ ISHA3 opcode )ﬁdue
|
CodeHash, TxAccessListAccount, Property, I 1/
CodeBytes TxAccessListAccountStorage, Value I / ,
Prcc.ognl:Destructed, CallContext, y\ [ y precomputed P
Stack, M’ep&orx, AccountStorage N | //
~ -~ - \ |
\_ TS~ a v~ . S I /°
= ~ \ . .
== _ S~ N I / circuilt
= ~a =~ ~ S ! 4
~ -~ - ~ - N | y4
~ o - S o
~ ~ S ( )
Il N
=~ 3 lookup
EVM table
\_ J
adapted from https://privacy-scaling-explorations.github.io/zkevm-docs lookup
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composition techniques: linkable commit-and-prove

example: efficient compression and verification of public input in circuits (Dmitry Khovratovich, 2022)

P ———————————————————————————————— - - = — = e em e em em e em e e e e em e e em e e e e e

Public data Contract '
T N UHF(D,a) 2_:“1 + D; mod p
[SHA-3 '—a ) [ UHF | B -
Cheap in contract l E Checks pass if
. 4 . §oD; = & o Dy;
___________________________________________________________________________________________________________________ ]» -_-_—_—_-_-_-_—_-___-_—_-_-_-_-_-_—_—_-_-_—___-___—_-_.___ -_—_-___-_ o where
| ' ‘ § § = (1,8,6%,...)
' Circuit ? ? ? E 0 = Hspya(Dy) + Hposeidon(D2).
Y

a—— - uHF | B

2 1 Poseidon

Private data
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composition techniques: linkable commit-and-prove

example: proof of equivalence between multiple polynomial commitment schemes to the same data

vbuterin Nov '20

Suppose you have multiple polynomial commitments C; ... C}, , under k different commitment schemes

(eg. Kate, FRI, something bulletproof-based, DARK...), and you want to prove that they all commit to
the same polynomial P . We can prove this easily:

Let z = hash(C;....C%) , where we interpret z as an evaluation point at which P can be evaluated.

Publish openings O;. .. Oy , where O; is a proof that C;(z) = a under the i'th commitment scheme.
Verify that a is the same number in all cases.
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history compression; reduction of prover space complexity; smaller proofs for large circuits

. recursive techniques:

full recursion; atomic accumulation; split accumulation;
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recursive verification; linkable commit-and-prove
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future directions: unifying frameworks

example: split-and-fold techniques

.~ Split-and-fold

Discrete-log arguments [BCCGP16]
[BBBPWM18], [PLS19],
[HKR19], [BHRRS20]

Pairing-group Unknown-order-group Lattice
arguments arguments arguments
[LMR19], [ZGKPP17], [BFS20], [BLNS20],
[XZZPS19] [BHRRS21] [ACK21], [LA20]

some unifying abstractions:

BMMTV19] Proofs for Inner Pairing Products and Applications

[ACF20] Compressing Proofs of k-Out-Of-n-Partial Knowledge

BDFG20] Halo Infinite: Proof-Carrying Data from Additive Polynomial Commitments
KP22] Algebraic Reductions of Knowledge

RECURSION & PROOF COMPOSITION

Useful properties:

e Linear-time prover

e Streaming prover
[BHRRS20], [BHRRS21]
(can be implemented in
small space)




future directions: unifying frameworks

example: sumcheck arguments
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future directions: unifying frameworks

example: sumcheck arguments

Useful properties:

Sumcheck
Probabilistic proofs / protocol e Linear-time prover
(BFL91,BFLS91,GKROS] i e LT 2= 2
e Small space [CMT13]
(can be implemented with
Sumcheck-based Univariate-sumcheck- Sumchecks for streaming access)
succinct arguments based arguments tensor codes
[Thaler13] [BCRSVS].g] [Me|r13] e Strong soundness
, properties [CCHLRR18]
[CMT13], [VSBW13], BCGGRS19], [ZXZS20], [RR20], (can make non-interactive
(W+17], [ZGKPP17], CHMVW20], [COS20], [BCG20], without random oracles)
(WTSTW18|, (CFQR20], [BFHVXZ20] [BCL20]

[XZZPS19], [Set20]

ZKStudyClub - Sumcheck Arguments and Their Applications w/ Jonathan Bootle and Katerina Sotiraki
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future directions: unifying frameworks

example: sumcheck arguments

Sumcheck
protocol

ZKStudyClub - Sumcheck Arguments and Their Applications w/ Jonathan Bootle and Katerina Sotiraki
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future directions: project ideas

* polynomial commitment benchmarks (2r.com/23/pc-bench/)
 benchmarks e ZKP compiler shootout (github.com/anoma/zkp-compiler-shootout)
 what is an ideal "inner" proof? and an ideal "outer" proof

 libraries, standards, * LegoSNARK: github.com/imdea-software/legosnark

 arkworks: arkworks-rs/accumulation, arkworks-rs/pcd

dev toolin
9 * can we define high-level APIs for recursion/composition strategies?

 minimal example that breaks soundness in recursive plonky2?
. Security analysis e security in recursive composition: stronger knowledge extractor
needed (must be successful in every recursive step)

 make use of unifying frameworks to simplify analysis
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https://github.com/arkworks-rs/pcd

