
 
Zero knowledgeproofs
GoldwasserMicali Rackoff 1982
Excellent technical introduction chapter13inBoazBarak'scryptographybook

Somekey concepts
Proof system
Interactive proof
Roles Prover P Verifier V
Desirable properties
Completeness everythingworks if everyone ishonest behaves

Soundness knowledgesoundness a badP willfail
Zero knowledge Vobtainsno add'tinfobesides correctness

Example I Prover want to convince you Verifierthat I can
distinguish two colorsthat yousee as identical

Prover Herearetwoitems Verifier
A B different colors

sees A B as identical

flips a coinsecretly
it head swapA B without

challenge herearethe P lookingtwoitems.Did I swapthem

answersthechallenge
checksP's answer

repeat 100 times



Hamilton cycle Blum 87
Common knowledge a graph G
P wants to proveto V that he knows a Hamiltoncycle
ofG without revealingany additional information
Hamiltoncycle a cycle goingthrough everyvertexofthe

graph exactly once returnsto the start

I

P V
Labelrtx in accordingto
someprivatelyrandomly chosenpermutation
rememberthis permutation
Btwneverypair ij ofrtx
putin a lockedboxBij
the bit indicatingwhether it
is an edge ofG

an 2 lockedboxes Bij

g
challenge

it b o showmethegraph bertoifit be1 showmetheHamcycle

answer 1 initiated them te
check

sigmaprotocol
P commitment

itb0 samegraph

If it b l Hamcycle



Commitments physical digital
locked box cryptographic

p v
secretdata s III
I redoit h

gtadata hehashisit
open it

ÉÉÉ
s ir checkhehashIs r

Properties

Completeness If everyone behaves then protocol accepts

Soundness If there is no Ham cycle then nomatter
what P does V rejectswith prob at
There is a stronger requirement called knowledge soundness

whichsaysthat even if thegraph has a Ham but
theprover doesn't know it theprotocolwouldstillfail
Theprecisedefinitioninvolves an extractorwithrewinding
abilities

Zeroknowledge If V accepts then it learns no addl intofrom
the interaction becauseV couldhave simulated
the entire dialog by itself



Universal ZKP
Hamiltonicity is NP complete

everyNP problem can be polynomially reduced to HAM

p common X F v
I know s St P knows s fix s I
fly s 1
INPredation H

I know a Ham convincedthat P knows
cycle ingraphG

G ZKPofHam

Ham ofG

Remark Can turn an interactiveproof into
a non interactive proof via the Fiat Shamir heuristic

P can simulate V whenever V picks a randomvalue
Pcan simulate V's randomness by running
a cryptographichashfunction onthetranscript
so that P can't cheat by choosing favorable
random challenges

Above construction of universal ZKP is not succinct
also not practical Later in the course ZKSNARK



1 Elliptic curves R

YE x Ax B
Incryptography
workover insteadof R

Group law addition ofpoints on elliptic curve

Fma
b

o Ptatinfinity

atb

Tamkeliffe group G whose elements are pointson the curve

Wewrite group operation additively G.tl
Fix a generator gets of prime order q 22

Inpractice G g chosenfrom some standard eg NIST

Discrete log secretx Iq public agea
recovering x fromXg is hard DiscreteLogAssumptionDLA

Diffie Hellman key exchange
BobAlice

Jay perkydepIq I
sharedsecret apg hard to computegivenag pg

Computional DiffieHellman CDH assumption

Also DecisionalDiffie Hellman DDH assumption hardtodistinguish
agPg Pg apexIq vs agPgYg after Iq



Schnorr protocol

Pwants to convinceV that
P knows a secret set sit

Iggy
G

P V
S Iq ASgEG XFG

reply u rg
c e lgc

z rt as I check Zg UtcX
Claim The above is a 2KP of discrete log
proofomitted

Remarks

I Canbe turned into a NIZK noninteractive

via FiatShamir by setting c HashXiu

1 Canbefurthermore turned into a digital signature scheme
To sign message m set c Hash x n m and publishing
SZ as sig for m
secretkey s publickey sg x



Pairing based cryptography
Given cyclic groups G G G all same prime order q
a pairing is a nondegenerate bilinear map

e Gox6 t Gt

A bilinear e xxx y elx.gltelx y
d e x y y elxy telx y txt yy

elax I alkyl exay tatty
B nondegenerate with generators gotG g eG

g agog eat is a generator

Certain elliptic cartes hateusefulpairings
efficiently computable
cryptographic hardness assumptions

An application BLS signature scheme Boneh LynnShacham

Keygen ski s aka pk sgotG
Sign sk m T t's H m EG Hm th hashofmessage
Verifypkm t t check e pk Html Ie go r

Canbeextended to allow signature aggregation


