T)Zexo kmw'edga provts
(Gbld\ms&eh Miwﬂ, RackofF 19 Sl)

Excellent tochial infroduction : chagter 3 i Booz Barak’s cryphoguaphy book

Some key concepts

- Proof systen

- |rferactive pnmC

- Roles: Prover (P) . Verifier (\/)

- Desivable pnperﬁes
-Completeness - evegtﬂn'\r\é works T everyme is fonest £ behaves
- Soundness (& kmwledﬁe, sounolness) o bok P owill i
- Zexo knovvledge \ olihins no odd L iafo besides corectness

Exmg\e l(Pm\/ev) wart To convinee Vol (Veife) that T can
d/isﬁngmﬂ Twy CT)IOES *HWE \/O\k see oS idev\ﬁcd

PYWQ‘_ Here o2 fwo items \/QYTFI YT

A X B diffeent colos s (Vs> ALB as '1dev\‘l'icd,)
Flin 0. coin seoetly,

challenge: hewe ae Fhe T hegd,, SWop A & B withoit

Fwo ifemy Did I sworpthew! P oo |<4n}

ANSWErS 'Hl(’. ckmllem .
U 7 /
chetks Pl answee

(rePeai“ [vo 1 me\s)



H i [Hon cycle [ Blum ‘971

COmmovx knowledge-. o gmp’n Gl

P Wﬁ\rrl:s $o prove +o \/ WLLW% he knows 0 Ham] H’on cycle
(ﬂc (51 WhLL\ ot revm&né{ any aMHW'oﬂM invﬁ()‘rmo\;ﬁm

(HOMiHM cycle‘ s C\/C{Q ﬁoin& wunmmgA OVery ‘\/Qr‘l‘Q)( ot Hhe.
gral;f}\ pachy onee o refums Fo the gtart

&)

P V

' L&‘oﬁl V—b( l; ) 1 &C(.Od"ng_ ']'0
Some. pﬁ\/(ﬂ‘@b{ ravvlomlxl ()\QSEV\ pefm\ﬁjwhor\/
(vemembec Fhis pevmuctifion )

-Bwn every paie (§F vix,
ot in o hvcked CLOX By,
the bit iﬂdicaJrinOQ whethev ()

IS an edse of G
g all (2) locked boxes By

7
i b=0: shwme Hhe guph b 1o,
CL\(I.Uf%- <i+ b=1 . Show mt 'f‘hl,cﬁ;t\ Gy le o ”

t# b=0. ualock al Hhe !rmxe_s Q vix Pef'v\\r\ﬁ“u\
(éWee {'rf b=[ - unlock the boyes of the Ham oyl
/

N

heck:
] P H’mt’n",' S \/ {’ i’
Vi gm(k PNh)C&'{ fmnm 7 .n‘ h=0- same graPk
TESponse y it b=[: Ham cycle




Com miTneaty PJ\ySi col. dicavi'bk

(locked box) (crypto 6{(010}\'1 )

P \/
seoret dan s b @
o 13 rﬁ{a,lf N 7
oL delo Jr\i"}\ “&")
in o boy as o il
&=
&=y \
S, 7 chek h= ha,gk(s,r)
Pm\nerﬁes

CDMP|€+€ﬂ€55 is €V6Y(\]{bh€ behaveS, %en prﬁoa»l aLcepJG

SDUV\AHBSS H: H\ereis ho Haum‘ C\/(,IQ, HIBV\ ho matter
whet P gloes, tject with protr 77

(There s a stongor eguientst called knonledge sondres’
WL\icL\ AN Fhat even if the rapL\ ho\s o Hau«\ but

Jr%e provey” dogsnt knolf\/I hg ﬂse perocA U\mm\(L il ﬁ/\( :
The precise defintion nvolies an extractor with rawinding
abilihes... )

ZQW‘\Q\DW\{@JL ‘]C \/ M(p‘h, thBV\ 'l‘l’ (c%ms no aou'f |(\‘Fo wcw\
%e ir\Jremdﬁm, be/éause, \ coulA M\!e simv»\afei
the exifire dialog b\/ el

/




umme ZKP
Hami(Jrommlg ks NP—&ompH&
(eve“} NP problem can ke puynommﬂg educed o HAM)

P COmwon: & ‘F \/
I,EFH(W )‘S S/i{ P kows s . flx3)=|
Ns)=1
J\J/NP\EJM(,Jdm /n\
T know o Ham G, ZKP s HAm . Cowinted thats P foons
CY(,I(’, I JMPA C\ S 5 Ham of G

Remo\rk Cah ﬁm\ on in+ede& promL inJro
o Non irﬂ?mcﬁ\/ﬂ PY%‘f View ﬂ\e i act- Shamiy %ewis%&

P con simulde V- v\llf)enewr V p‘l(;|<5 o yandom valu\e,
P oan S]mulaJre Vs vandomness lo} mr\nivgt
A (Y frhoa,mph‘m hash function on the tansnpt
(S0 +&ﬂt P ot cheat ky chovsing favoralle.
“andom” chalJerges )

ABOVQ Consﬁuc”h()r\ o7£ uni\/emL ZKP XS noJC sucanct
(also ot Pmdﬂcau, Later n the coue: zk-SNARK



I EHH}HC CUNVeS ¥ R -
2 3 (M I Crypogaphy.
= ot At B N\ workyiv?r?n{ st of R
GWDUP lal/\/i oddihion of {m'lﬁh on elll'p’ric cuYve
E/&'L‘ 0 - ~P+ ok il\‘Rn(ﬁ

0&\,\@%

N?Co%kg&@c) &“’“‘P (E) Wlﬂoﬁe €|€mn'ls (e Pn'erI’S on ‘H\@ curve

We werte group opewhon WMiﬁVel;,t (6 +)
le o generﬁor ge(ﬁm cﬂL Prima oder q_sz
lr\ p«xdw'ce , (@1 4) cho&en trom Some. sﬁvW(A (eg. NlST)

:D'ISCYQJFQ lqu_ S@L\’Q-I'/Xé—K Z(L / PLAUIC f)(g’(‘;([,l
ve,oo\/eh'néi o ‘{:mm ’)(4 K hamt Discrete Log Assump’h@\ CDLA)

])’nf‘ﬁe ‘Heumw\ ké)/ GXCA(ﬂnga

Ao ) ()2

5|no\re1k sewel : f UWA To compute given 04, }) |
Gg ) ComPu;H ol %hcﬁe-OQH&UMn CQCTDH) assuh\pﬁo‘\'

Also \j)e,c'lsiond Diffie Hellinan (DDH) &SSUMP%MU : }\ari‘h dA‘sﬁ'rgmsk
(0\4, 8g, %P g,) dfeg Ly V5. (o(é{, @g, {(4) o(,mekz‘r




Yo lilts Pnﬁwo|

P WN\JG ‘o conving \/ ‘H\od‘
P kﬂoWS a seet s €y st A :SOcLG(E.

T
P
Sely x= 54_ el % €,
(<———K Z‘L u':rj. N
C cely

2= Y4CS

’ check 2g_=tk+c7(

Cloin The above_is o ZKP of discete by
(Proowc omiﬁeak)

Remarks

(l) Con l0(’, ‘f'umeA irﬁo /8 NI%K (noniwa@mﬁve)
o Fiat-Shanic, by seffing  c= Hash ()

(1) Can be. furthermore. Fuvned ico 4 d@h‘aﬁ S'Qndure schewe
To San messoge m, set c= Hash(f,m) and Pub(isixirg
(,2) s sig Tor m

(ge,cren‘ key = ¢ Pu&yl'\c ke}: 89 7()



Pairinq based  cryptography
9] T 1

@iVen cyc(ic quu\vs @]o, @),/ @T all same Pame oder q,

A P“M"(;'L T nonzleoqeneere Bilinear map

e : G)OX @)\ﬁ (;T

(A) bilinear , e(4+%,4) = eloy) +elx, y)
J ! = ) ' \7, ’) | l

e(-g 7&&%; )}} =)o~&(7(:§5(=x e’(‘z(),a;r) Q\%‘jﬂg) i

(B) hondegenemfa !W'rJrL\ gene\’ml'm 6(06 (f},o 24 04‘6 (6».
gT:; dgo,gl) e by s o genemfhw

(Weil T&"‘;)
Cer‘mm dﬁ P‘hc CUYVes ha\/e (Mtu/L pa’\ring.s

- efﬁcieﬁH(;( aoynme\a
- CYK/P‘h gmp%c Mm\ess asswhgﬂom

An appl]cmﬁm.' BLS s‘gn((ﬁ»\hs SChBMQ (BoneL-Lynn-ShaLham)

Ke\/grev\ sk s gy phs s4.¢ n,
Sign (sk, m) = ¢=sHM) ed, H(m) €6, hach o mesage
Vedfy (pk,m,7) = chek e(pk, Him) = e(g, 7)

. Con L,e @xfende/i +o aﬂow S gnoﬂmr(’, ag@ragzﬂﬁm



